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Abstract

This study attempts to explain the development and progress of the technology used for sharing health information across health
care organizations (such as hospitals and physicians' offices). First, we describe the strengths and weaknesses of traditional
sharing models, health information exchange (HIE), and blockchain-based HIE. Second, the potential use of nonfungible token
(NFT) protocolsin HIE modelsis proposed asthe next possible move for information-sharing initiativesin health care. In addition
to some potential opportunities and distinguishing features (eg, ownability, verifiability, and incentivization), we identify the
uncertainty and risks associated with the application of NFTs, such as the lack of a dedicated regulatory framework for legal
ownership of digital patient data. This paper is among the first to discuss the potential of NFTsin health care. The use of NFTs
in HIE networks could generate a new stream of research for future studies. This study provides practical insights into how the

technological foundations of information-sharing efforts in health care have developed and diversified from earlier forms.

(Interact J Med Res 2023;12:e42685) doi: 10.2196/42685
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Introduction

People may need to visit different health care providers (such
as specialists) in their lives because they may encounter various
health issues. Providers need to access accurate and complete
patients past medical records to make informed treatment
decisions and increase the effectiveness and efficiency of care
delivery. Accessing limited or incompl ete information can cause
duplication of health care services, such aslaboratory tests and
repetition of therapy. In addition, as physicians need to search
for missing information, administrative costs increase, which
could cause delays in providing care and slow down the
providers workflow. Thus, itisessential for treating physicians
to access, integrate, and share patients’ test results and medical
procedure records conducted by various providers. However,
health care organizations are not necessarily affiliated and may
use different systems and standards for storing patient
information (such asdiverse el ectronic health records[EHRS)]).

https://www.i-jmr.org/2023/1/e42685

Seamless sharing of personal headlth information (PHI) is a
demanding project in ahighly fragmented US health care system
[1]. Fragmented hedlth care services may also challenge how
health care providers exchange health-rel ated data as they may
use various exchange mechanisms[2]. Thus, different standards
for the data storage model, data documentation process, and
data transfer mechanism may be used by health care providers
in the United States [3]. Health data sharing is an endeavor
involving stakeholders such as data owners, data users, and
regulators. Sharing health data among health care entities can
yield several benefitsthat include improving care coordination,
care quality, and patient safety while reducing mortality rates,
medical errors, and health care costs [4]. The ultimate goadl is
to enable al health care providersto share accurate, timely, and
complete medical data nationwide with other entitiesregardless
of where the patient has been treated previously. To achieve
this objective, various exchange mechanisms and sharing
systems have been used in hedlth care. These systems have some

Interact JMed Res 2023 | vol. 12 | e42685 | p. 1
(page number not for citation purposes)


mailto:pesmaeil@fiu.edu
http://dx.doi.org/10.2196/42685
http://www.w3.org/Style/XSL
http://www.renderx.com/

INTERACTIVE JOURNAL OF MEDICAL RESEARCH

advantages and drawbacks because of the supporting technology
and implementation issues. Technological advancements have
been used to address the challenges associated with the
preceding ones and create new generations of sharing
mechanisms. The following sections explain the 3 existing
information-sharing mechanisms in health care and propose a
new approach to fundamentally address critical issues in
mainstream sharing efforts.

Ethical Considerations

As no human participants were used, this study was exempted
from obtaining approval from an ingtitutional review board.

Information-Sharing Mechanisms in
Health Care

Traditional Information-Sharing Models

The first sharing method in heath care was a paper-based
exchange or mail transmission. Gradually, health care providers
used other conventional methods (such as phone, fax, or
information carried on CDs) to exchange patients' records.
Information flows among disparate health care institutions can
till be managed through traditional methods such asfax, paper
mailing, and phone calls. However, previous studies have
reported serious issues associated with nonelectronic data
exchange among providers, such as the inability to provide
timely accessto patients medical records and unnecessary tests
[5]. Astraditional systems cannot integrate patient datainto a
central hub, paper-based records such as fax or mail could be
lost during the treatment period. Because medical data could
be sensitive, losing them can increase privacy risks. It is aso
inconvenient for patients to carry paper-based records or CDs
from one hospital or physician’s office to another. The storage
of patient records in paper-based folders or CDs also leads to
huge maintenance costs for large hospitals. M oreover, keeping
folders may cause numerous security risks, such as the threst
of natural events and disasters. Offline-based exchange requires
additional work, such as copying paper-based files or storing
diagnostic images on aCD or amemory stick. Thus, traditional
methods cannot be expected to reduce health care costs. Finally,
it is unclear to patients who can access, view, and share their
paper-based medical records because no alert, alarm, or security
safeguards are available to protect offline patient data from
unauthorized access.

Health Infor mation Exchange

The hedlth care industry is currently transitioning from the
offline sharing of patient health information to web-based
sharing through electronic health information exchange (HIE).
HIE allows for web-based transfer of medical data and patient
records among health care providers and institutions, providing
access to accurate and up-to-date health information across
different health care settings. This enables clinicians to make
more informed and effective health care decisions, ultimately
improving patient outcomes [6]. The primary objective of
creating ecosystems for HIE systems is to promote the secure
and efficient sharing of patient data on a national scale in the
United States. HIE networksfacilitate interoperability between
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various health care entities, intending to improve the quality of
care, optimize clinical workflow, provide timely access to
patient records, enhance connections between different
organizations, and improve overall health care efficiency [7].
There are 3 main mechanisms of HIE: direct exchange, look-up
systems, and patient-centered exchanges. Direct exchange
involves authorized and trusted health care providers sharing
patient data directly with one another. Look-up systems use a
centralized database that enables providers to send query
messages and request patient records. Patient-centered HIE
gives patients greater control over their health information by
allowing them to collect and aggregate data from various
providers and shareit with other health care entities, as needed.
This approach enables patients to be more active in managing
their health and ensuring that their health care providers access
comprehensive and accurate health information [8].

In many developed countries, HIE programs are key policy
areas aimed at improving care coordination by facilitating the
sharing of accurate and comprehensive health information across
health care providers and organizations. HIE databases can be
used for various purposes, such as health care decision-making
and clinical research. However, despite the potential benefits
of HIE, such as improved coordination, reduced costs, and
enhanced patient safety, insufficient participation of clinicians
in dataexchange networks can lead to incompl ete HI E databases
and reducethe overall value of HIE. In addition, the use of HIE
mechanisms presents several challenges. Privacy concerns and
the risk of data breaches are 2 important barriers to electronic
data sharing in the United States. These factors must be
addressed to ensure that HIE programs can achieve their
objectives and realize their full potentia for improving health
care outcomes [9]. Patients concerns about the privacy and
security of their information can lead to incomplete medical
records in HIE databases because of information-blocking
behaviors. Owing to concerns about information integrity and
confidentiality, patients may be less likely to participate in
data-sharing efforts. This can create a challenge for health care
providers who rely on accurate and complete medical records
to deliver high-quality care. To address these concerns, it is
essential to implement robust privacy and security measures
that can help reassure patients and build trust in HIE systems.

In addition, efforts should be madeto increase patient awareness
and education regarding the benefits of participating in
data-sharing programs while ensuring that their privacy and
security concerns are adequately addressed [10]. Incomplete
information in HIE systems suggests that not all essential data
sources from patients are being integrated and accumulated,
potentially owing to concerns over privacy and security risks.
Even patients concerned about privacy and security may not
fully appreciate the benefits of data sharing and its potential
impact on public health. Consequently, they may be reluctant
to consent to the disclosure of their datato different health care
providers. To address thisissue, it is crucial to increase patient
awareness and education about the potential benefits of HIE
systemswhile ensuring that their privacy and security concerns
are adequately addressed. This can help build trust and
confidence in the system, which can lead to more complete and
accurate databeing shared across health care entities[11]. Some
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health care providers may choose not to participate in HIE
networks because of concerns over patient privacy and security
and legal implications. These providers may hesitate to share
patient health information, which can hinder the success and
effectiveness of HIE systems. To address these concerns, it is
important to establish clear guidelines and regul ationsregarding
the collection, use, and sharing of patient health information
within HIE networks. This can help mitigate legal risks and
ensure that patient privacy and security are protected, while
enabling the effective sharing of health information across health
care entities. In addition, increasing education and awareness
among health care providers about HIE systems’ benefits can
help build trust and encourage greater participation in these
networks[12].

The primary challengesinimplementing HIE systems are often
attributed to organizational, governance, and technical barriers.
These include limited interoperability between different health
careinformation systems, alack of standardized protocols and
proceduresfor data sharing, and difficultiesin coordinating and
managing various health care entities and stakeholdersinvol ved
in the HIE network. Addressing these barriers requires careful
planning, collaboration, and investment to develop robust
technical infrastructure, governance models, and organizational
frameworks that support effective HIE implementation and
operation. In addition, the ongoing evaluation and monitoring
of HIE systems can help identify and address any ongoing
barriersor challenges[13]. Theimplementation of HIE systems
may face several obstacles, including the absence of proper
governance structures, insufficient commitment from senior
leadership, uncertain return on investment from HIE investment,
inadequate technologica infrastructure, absence of technical
standards for promoting interoperability, chalenges in
integrating EHR data, insufficient adoption of certified EHRS,
compliance with the Heath Insurance Portability and
Accountability Act (HIPAA) regulations, and insufficient
technical training [14].

Furthermore, inadequate collaboration from EHR vendors,
limited interorganizational partnerships with other health care
entities, apprehensions about patient attrition due to HIE
participation, and varying consent policies across different states
are further challenges health care organizations may encounter
when implementing HIE systems. The literature on HIE
highlights that health care providers are worried about losing
patients and their associated revenue when sharing data with
competing organizations [15]. Competing health care
organizations may view information blocking as away to gain
acompetitive advantage by controlling patient flow. To maintain
their competitive position in the market, these organizations
may choose to only partially exchange health information or
engage in information blocking altogether. However, framing
HIE agreementswith partners and reaching data use agreements
about HIE can be complex and difficult, which presents a
considerable barrier for HIE partners[16].

In the United States, financial incentives and mandates have
been provided to encourage the participation of providers and
cliniciansin HIE projects[17]. An example of thisisthefederal
Meaningful Use program, which outlines the standards for
implementing certified EHRs [18], promoting the smooth flow

https://www.i-jmr.org/2023/1/e42685

Esmaeilzadeh

of health information to enhance collaboration and care
coordination, and reducing redundant tests and diagnostics,
ultimately leading to cost savingsin health care[19]. In addition,
the Fast Healthcare Interoperability Resources standard is a
recent effort to offer adequate beneficial interoperability without
the complexity associated with acomprehensiveinteroperability
solution [20]. The advancement of interoperability and
transparency in providers efforts to achieve this is largely
supported by various organizations, such as the Office of the
National Coordinator for Health Information Technology within
the Department of Health and Human Services, as well as the
Centers for Medicare & Medicaid Services and state
governments [8]. Despite the policies and incentives provided,
widespread participation of providers and clinicians in HIEs
cannot be guaranteed. Previous studies have shown that although
some hospitals have implemented HIEs, their clinicians may
not fully usethem to share all types of clinical information with
all health care entities, including unaffiliated ones [5].

Challenges Related to Existing Sharing Modelsin
Health Care

In light of the literature review, the main issues with current
exchange mechanisms can be categorized into 4 groups. The
first challenge is that mainstream sharing models are mainly
centralized and controlled by a health care organization, and
they defineaminor rolefor patientsin the sharing process[21].
HIE networks mainly focus on EHRs and centralized
mechanisms managed by middlemen. The second concern is
the low visibility in the security and transparency of sharing
mechanisms and a lack of trust in sharing procedures and
technologies[22]. Thethreat of a data breach, a single point of
failure, and unclear permission processes are some dimensions
of privacy and security issues. The third reason is data quality
issues such as outdated data in HIE databases, incomplete or
inaccurate patient information stored in HIE databases, and
mutability, as any entity participating in HIE initiatives can
remove patients medical records. The final issue is that the
current models do not openly delineate data ownership, and it
isnot clear who isthe owner of the clinical data

Blockchain-Based HIE

Previous studies suggested blockchain as an alternative to
mainstream HIE systems [23-25]. Blockchain is an emerging
technology that enables secure and decentralized approachesto
reduce the technical risks and governance challenges associated
with sharing sensitive health data. Blockchain technology could
be a promising platform for sharing information among
stakeholders with different interests [26]. Blockchain-based
platforms can be a technological solution to foster trustworthy
relationships between different business entities (such as
affiliated and unaffiliated health care organizations) [27].
Blockchain solutions can improve information management’s
authenticity, security, and confidentiality using ledgers,
encryption, and distributed networks [28]. By removing
intermediaries, blockchain enables data ownership and gives
users more control over their data[29].

One practical use of blockchain is to share health information
[30]. Previous studies have presented potential advantages of
blockchain technology in response to the traditiona risks
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associated with conventional information exchange models[31].
For instance, in the context of HIE, a permissioned
blockchain-based network has been suggested as amore secure
option to enable the electronic exchange of clinical data with
providers[32]. Because medical records are considered sensitive
data, legal, consent, and privacy concerns arethetop challenges
individuals may encounter in sharing their health information
[33]. Existing data-sharing models mainly use central
data-management mechanisms, making data ownership and
controlled access more complicated for individuals. Centralized
applications cannot allow multiple stakeholders to actively
participate in data-sharing governance. Furthermore, because
of nonautomated consent mechanisms and data access
management, the custody and administration of data sharing
using traditional HIE are complicated [34].

Therefore, decentralized platformsthat use encrypted databases
are an effective ternative that enablesindependent stakeholders
to supervise data contributions and access [35]. As there is
neither a central administration nor a third party, trust will be
placed in the network and distributed ledger to collect, store,
and validate data sharing among data contributors [36]. Thus,
previous studies have offered blockchain-based platforms for
health data transmission between patients, providers, hospitals,
and research organizations [37]. Decentralized networks of
distributed nodes are deemed useful for reducing the
inefficiency, costs, trust, and security risks of using central data
sets across different boundaries. Data transmission through
blockchain platforms can enable data contributors to maintain
autonomous and ongoing control of their own data[38]. In these
peer-to-peer platforms, each node consists of network
participants (such as patients) that collectively contribute to the
process of transaction validation and store the same copies of
all data-sharing records.

Types of Blockchain HIE Systems

In the context of health care, there are 2 main types of
blockchain networks: permissioned and federated [39].

« Permissioned blockchain: a permissioned blockchain is a
closed network in which access is restricted to a defined
group of participants [40]. Only authorized users can
participatein the network and aretypically required to pass
identity verification checks before they can access the
blockchain. Permissioned blockchains are often used in
health care to ensure data privacy and security, as they
provide a higher level of control over who can access and
participate in the network.

»  Federated blockchain: afederated blockchain is a network
where multiple independent organizations come together
to participatein ashared blockchain [41]. Each organization
operates its own node on the blockchain, and the nodes
work together to validate transactions and maintain the
integrity of the network. Federated blockchains are often
used in health care to enable information sharing between
different organizations, such as hospitals, clinics, and
insurance compani es, while maintai ning some control over
who can participate in the network.

The key difference between permissioned and federated
blockchainsisthelevel of control over those who can participate
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in the network. In a permissioned blockchain, accessistightly
controlled and only authorized users can participate. In a
federated blockchain, there is more flexibility in terms of who
can participate; however, the network is still designed to
maintain some level of control over the participants to ensure
security and data privacy. Both types of blockchains have their
own advantages and disadvantages, and the choice of which
one to use depends on the specific needs of the health care
organization and the use case at hand. For example, a health
care organization that is primarily concerned with data privacy
and security may choose a permissioned blockchain, whereas
an organization that wants to enable information sharing
between multiple entities may opt for afederated blockchain.

Several private companies have aready offered
blockchain-based data-sharing platforms [42]. For example,
health care organizations can run their health network on the
Ethereum platform to provide different providers with access
to treatment information. Caregivers can review the historical
interactions between medical experts and patients, which
enhances the transparency of the entire medical environment.

Smart Contracts

Blockchain-HIEs can use smart contracts, programmable
computer protocols that verify and execute terms based on
predetermined factors. A smart contract is a self-executing
contract, with the terms of agreement between the buyer and
seller being directly written into lines of code. The code and
agreements contained therein exist on a blockchain network,
and the contract is automatically executed when certain
conditions are met [43]. Smart contracts are typically written
in ahigh-level programming language, such as Solidity for the
Ethereum blockchain, and are compiled into bytecodesthat can
be executed on the blockchain [44]. The code is stored on the
blockchain, making it tamper-proof and transparent, and it can
be accessed and executed by anyone on the network. One of
the key benefits of smart contracts is that they enable trustless
transactions, meaning that parties can exchange value without
the need for atrusted intermediary. This can reduce transaction
costs, increase efficiency, and improve security and
transparency. Smart contracts can also be used to automate
complex business processes, reduce fraud and errors, and
increase accountability [45].

In an HIE setting, smart contracts can be used to automate the
sharing and exchange of health data between different entities
in the health care ecosystem, such as hospitals, clinics, insurers,
and patients. Some examples of how smart contracts can be
applied in HIE settings are as follows:

1. Accesscontrol: smart contracts can be used to control those
who have access to patient health data and under what
conditions. For example, a smart contract could be
programmed to only alow a patient’'s primary care
physician to access their medical records or only a
researcher to access anonymized datafor aspecific research
study.

2. Consent management: smart contracts can be used to
manage patient consent for sharing and using their health
data. For example, a smart contract could be programmed
to automatically grant or revoke consent based on certain
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conditions, such as the completion of a clinical trial or
expiration of a consent period.

3. Payment management: smart contracts can be used to
automate the payment and reimbursement processes for
health care services. For example, a smart contract can be
programmed to automatically processinsurance claimsand
reimburse health care providers, based on predefined rules
and conditions.

4. Compliance monitoring: smart contracts can be used to
monitor and enforce compliance with health care regulations
and standards. For example, a smart contract could be
programmed to automatically verify that a health care
provider has met certain quality standards or that apatient’s
health data has been handled in compliance with HIPAA
regulations [46].

By using smart contracts in an HIE setting, it is possible to
streamline and automate many of the processes involved in
exchanging and using health data, while also improving data
privacy, security, and transparency. Smart contracts can also
reduce the administrative burden on health care providers and
increasetrust among patients and other stakeholdersinthe health
care ecosystem.

A Proposed Approach: Nonfungible
Token Protocols in HIE

Nonfungible Tokens: General Definitions and Examples

In addition to mainstream information-sharing mechanisms,
this study also suggests a new approach to HIE efforts. We
believe that this new system can leverage the application of
nonfungible tokens (NFTs) in HIE networks. Because the
concept of NFT isstill novel, somebasicinformationisrequired
before NFT-enabled HIE is explained. NFT is generaly a new
method of digital authentication, as this protocol can be the
process or action of proving or showing something genuine or
valid. So far, the primary use cases of NFT are in sports
moments, collectibles, video games, digital art, music, virtual
worlds, fashion, trading cards, and domain names [47]. The
NFT protocol is an alternative to the US copyright system, a
government body that grants producers (artists) a certificate that
can provethework (artwork) istheirs. Using NFTs, individuals
do not need a third party to manage their approva process.
Instead, the authentication process can be performed through
the Ethereum blockchain asthe work (artwork) becomesdigital
with a certificate (token) [48]. If people download afile (art),
this does not mean that they own it. This means that they have
acopy of the art that is not original.

When an artwork becomes an NFT, individuals are likely to
acquire it because they want to claim ownership of arare and
unique piece of the original art. NFT protocols can also protect
artists by enabling one-on-one relationships between them and
fans. NFT can help artists sell their products (eg, music and
painting) directly to buyers without the involvement of a
middleman such as a record label company. There are several
reasonswhy people are eager to accept NFTsinstead of copying
and pasting artwork. Previous studies have highlighted several
reasonswhy people enjoy purchasing and collecting NFTs[49].
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The main motives are uniqueness, greater security than physical
collectibles, potential to make money, competitive aspects,
entertainment, and connection to an innovative community.
Thus, we can define the NFT value based on the following
formula: reputation of the creator (eg, artist) + utilities offered
(for instance, sending the original tangible artwork) + ownership
history (who owned the NFT before and how many timesit has
been sold) + future value (as arare digital product).

The Role of Speculation in the Finances of NFTs

Speculation plays amajor rolein the financial aspect of NFTs.
NFTsare unique digital assetsthat can represent the ownership
of aparticular item or piece of information, and the perceived
rarity and demand of an asset often determine its value. As a
result, NFTs have become popular assets for investors and
collectors, leading to a surge in speculative buying and selling
[50]. One factor driving the speculation in NFTs is the limited
supply of certain assets. For example, arare piece of artwork
or amemorable moment in sports can be converted into an NFT,
and the scarcity of such assets can increase their value in the
market. In addition, the hype around certain NFTs can contribute
to speculative buying, as investors seek to capitalize on the
perceived value of a particular asset. The speculative nature of
NFTs has led to considerable price volatility, with some NFTs
selling for millions of dollars, whereas othersfail to attract any
buyers. This unpredictability can make NFT investment risky
because the market can be influenced by various factors,
including changing consumer tastes and technological
advancements. Despitethese risks, many investorsand collectors
continueto view NFTsas avaluable addition to their portfolios,
and the popularity of NFTs is likely to continue to grow as
technology and use cases evolve.

Technical Foundations of NFT

Metadata

NFTsareatype of digital asset stored on ablockchain, such as
Ethereum. NFTs are unique, meaning that each NFT has a
distinct value and cannot be replicated or duplicated. However,
it isimportant to note that NFTs themselves do not contain the
data in question but rather a very small collection of metadata
that provide information about the asset [51]. For example, an
NFT representing adigital artwork might include metadata such
as the artist’s name, the title of the artwork, and the date of
creation. The actual artwork itself would be stored elsewhere,
such ason acentralized server or decentralized storage platform
such as the InterPlanetary File System [52]. When an NFT is
purchased, ownership rights are recorded on the blockchain,
making it a transparent and immutable record of ownership.
NFT can be transferred to another owner by sending it to a
digital wallet address.

Copyright

Copyright issues can arise with NFTs because they provide a
way to monetize digital assets that may not have been possible
previously. This has led to some controversy regarding NFTs
and their impact on the art world and other creative industries.
Oneissueisthat NFTs do not necessarily confer ownership of
the underlying asset but rather auniqueidentifier that islinked
to the asset [53]. This means that someone who purchases an
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NFT representing a digital artwork may not actually own the
copyright to that artwork and may not have the right to
reproduce or distributeit without the artist’s permission. Another
issue is that NFTs can be used to monetize assets that were
previously freely available on the Internet, such as memes or
other forms of user-generated content. Thishasled to concerns
that NFTs could be used to profit from the work of others
without their consent. Overall, although NFTs offer anew way
to monetize digital assets and provide amechanism for creators
to protect their work, they also raise important questions
regarding ownership, copyright, and the value of digital art and
other assets.

Potential Application of NFTsin HIE

This section describesthe potential application of NFTsto create
digital proof of ownership in HIE. NFTs are recognized as a
new way of creating value in various industries; however, they
are still in their infancy and are challenged by speculation and
inadequate regulations [54]. NFTs, as blockchain-based
cryptographic assets that denote proof of ownership for digital
objects, can be used in health care to authenticate digital PHI.
All test results, treatments, medications, prescriptions, and care
plans were considered PHI. NFTs can be produced on
permissioned or federated blockchains, which provide adigital
token of ownership for PHI. NFTs assigned to PHI can reduce
health care organizations' time and effort to verify critical
documentation, thus refining administrative operations of
information sharing. NFT-based HIE issuing certificates can
eliminate the workload of record keeping, with each medical
record having aunique NFT that can be checked for authenticity.
Moreover, issuing certificates on the blockchain-enabled HIE
makes digital records resistant to tampering, which decreases
the chance of encountering fraudulent PHI.

Networ k Topology

This section explains the type of blockchain that would be the
best network for the proposed NFT-based HIE. Permission-less
blockchains are open and decentralized. As no central entity
can manage membership or ban illegitimate readers or writers,
any individual can join and leave the network as a reader and
writer at any time [40]. Thus, the stored on-chain content is
readable by all members. However, permissioned blockchains
authorize a limited set of readers and writers. Thus, a central
entity decides and grants memberstheright to participatein the
write or read operations of the blockchain [55]. Readers and
writers can operate in separate parallel interconnected
blockchains to promote privacy. To justify the best choice
between permission-less and permissioned networks, the
properties of these networks suggested by previous studies[56]
can be evaluated as follows: (1) public verifiability enables
anyone to verify the correctness of the system’'s state. For
example, each state transition is confirmed by miners in the
Bitcoin blockchain; (2) transparency explains the amount of
information that should be transparent to an observer and the
extent to which every participant can access every piece of
information; integrity describes the extent to which health
information is protected from unauthorized modifications; (3)
redundancy in a blockchain-based HIE is mainly provided
through replication across writers; and (4) trust anchor has the
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highest authority of a blockchain-enabled HIE system to grant
and revoke read and write access to the system.

Moreover, to evaluate the best blockchain option for NFT-based
HIE, we can use the following evaluation framework:

«  Security: the blockchain option should be secure, ensuring
the privacy and confidentiality of health information.

- Scalability: the blockchain option should be able to handle
a large number of transactions without compromising
performance.

- Governance: the blockchain option should have a
transparent and robust governance mechanism to ensure
the integrity of the data stored on the blockchain.

« Accessihility: the blockchain option should be accessible
to al participantsin the HIE network.

- Interoperability: the blockchain option should be able to
work seamlessly with other existing systems and
technologies.

Permission-less blockchains (such as Bitcoin and Ethereum)
have a high level of security because they use a distributed
ledger system that is difficult to hack. However, they are
unsuitable for HIE owing to their limited scalability and
governanceissues. Permission-less blockchains can handle only
a limited number of transactions per second, which is
insufficient for large-scale HIE networks. Permission-less
blockchains are aso unsuitable for handling sensitive health
information because of their lack of privacy and confidentiality.
In contrast, permissioned blockchains (such as Quorum and
Ripple) offer better security and privacy than public blockchains
and aso provide a good balance between security and
scalability. They are scalable and can handle a large number of
transactions per second, making them suitable for HIE networks.
Permissioned blockchains can provide the required level of
governance for HIE networks, as they allow only authorized
parties to participate in the network, maintaining the
transparency and accessibility of the network. However,
permissioned blockchains can be more expensive than public
blockchains and may require more resources for maintenance.

On the basis of the evaluation framework, the best blockchain
option for an NFT-based HIE is a permissioned blockchain
owing to several factors. First, permissioned blockchains offer
higher security than public blockchains, because they allow
only authorized participants to join the network. This ensures
that sensitive health information is protected from unauthorized
access or tampering.

Second, permissioned blockchains are scalable and can handle
many transactions per second, making them useful in HIE
networks. This is particularly important for HIE networks
because they require the ability to handle a large volume of
transactions while maintaining the integrity of the data. Third,
permissioned blockchains provide a transparent and robust
governance mechanism that isessential for ensuring the integrity
of the data stored in the blockchain. This allows for a higher
level of accountability and trust among participants in the
network. Fourth, permissioned blockchains offer accessibility
to all participantsin the HIE network, as they allow authorized
users to join the network and access data. This ensures that all
relevant stakeholders can access the information they need to
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make informed decisions. Finally, permissioned blockchains
areinteroperable, meaning they can work seamlessly with other
existing systems and technologies. Thisis particularly important
for HIE networks, as they must integrate various health care
systems and technologies to ensure the smooth exchange of
health information.

In summary, a permissioned blockchain is the best option for
NFT-based HIE owing to its high level of security, scalability,
governance, accessibility, and interoperability. By using a
permissioned blockchain, stakeholdersin the health careindustry
can ensure secure and efficient exchange of sensitive health
information while maintaining transparency and accountability
among all participants in the network.

Consensus M echanism

The consensus mechanism is a critical aspect of blockchain
technology becauseit enables all nodesin the network to agree
on the state of the ledger and improve their fault tolerance [57].
The consensus mechanism determines how new transactions
are verified and added to a blockchain. The 2 main types of
consensus mechanisms used in blockchain technol ogy are Proof
of Work (PoW) and Proof of Stake (PoS). Permission-less
blockchains, such as Bitcoin and Ethereum, use PoW as their
consensus mechanism. In PoW, miners solve complex
mathematical problems to verify transactions and add them to
ablockchain. Thefirst miner to solve this problemis rewarded
with anewly minted cryptocurrency. PoW isacomputationally
intensive and energy-consuming process, which makes it less
efficient and environmentally friendly than other consensus
mechanisms.

In contrast, permissioned blockchains such as Hyperledger
Fabric and Corda use PoS or other consensus mechanisms such
as Practical Byzantine Fault Tolerance (PBFT) or Raft. In PoS,
validators hold a stake in the network, and the probability of
being chosen to verify transactions and add them to the
blockchainisproportional to the size of their stake. PoSismore
energy-efficient than PoW, making it amore suitabl e consensus
mechanism for permissioned blockchains.

Furthermore, PoS consensus mechanisms are often faster and
can handle more transactions per second than PowW, making
them more suitable for permissioned blockchains that require
ahigh transaction throughput. PBFT and Raft, by contrast, offer
a faster consensus mechanism by allowing nodes to reach an
agreement through direct communication rather than mining.

In summary, permission-less blockchainsrely on PoW as their
consensus mechanism, which is computationally intensive and
energy-consuming. Permissioned blockchains, by contrast, use
more efficient consensus mechanisms, such as PoS, PBFT, or
Raft, which are faster, more energy-efficient, and more suitable
for high transaction throughput. In a permissioned blockchain,
the consensus mechanism is designed to be more efficient,
scalable, and suitable for the specific use case of NFT-based
HIE. One of the most commonly used consensus mechanisms
in this permissioned blockchain could be PoS. In PoS, the
validators are incentivized to behave honestly as they stand to
lose their stake if they act maliciously. PoS is more
energy-efficient than PoW, making it amore suitabl e consensus
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mechanism for NFT-based HIE. Because permissioned
blockchains have a known set of validators, the consensus
mechanism can be optimized for efficiency, throughput, and
security. Another advantage of permissioned blockchainsisthe
use of other consensus mechanisms such as PBFT or Raft. These
consensus mechanisms use direct communi cation between nodes
to reach a consensus, allowing for faster transaction times and
higher transaction throughput.

In NFT-based HIE, permissioned blockchains can be designed
to accommodate different types of participants, such as health
care providers, insurance companies, and patients, each with
their own set of permissions and accesslevels. Thisensuresthat
only authorized participants can access the sensitive health
information stored on the blockchain. Thus, the consensus
mechanism for permissioned blockchains, such as PoS, PBFT,
or Raft, is designed to be more efficient, scalable, and suitable
for NFT-based HIE. These consensus mechanisms provide a
more energy-efficient and faster alternative to PoW and allow
customized permission levels for participants in the network,
ensuring that sensitive health information is accessible only to
authorized parties.

Authentication Processvia NFTs

NFTsenable patientsto own their medical records. Thus, health
careproviders’ new entries (eg, test results) can befirst encoded
as NFTsand then added to the blockchain. Next, the ownership
certification of ownership can be sent to the patient node. This
authentication protocol can increasethetransparency of medical
data ownership and offer new waysto claim or enact ownership.
All entities in the blockchain (eg, physicians and insurers) are
notified of new data entry, but they cannot access, view, and
share records because they do not own them. Another
characteristic of NFTsistheir verifiability, which istheir ability
to validate asset ownership. Verifiability proposesthe protection
of digital assets (such as PHI) against security attacks such as
tampering, denial of service, spoofing, and repudiation [58].
When apatient grants permission to atreating physician, asmart
contract can share the NFT assigned to patient data with the
physician to view records for consent. Sharing the NFT
designated as a PHI implies that it confers some rights to the
holder (for example, analyzing patient data for finding care
planning), but legally, patients will remain the original owner.
Therefore, aPHI can be considered a commodity that is useful
information transferable between heath care providers and
patients.

In this system, patient data are represented by an NFT, which
containsasmall amount of metadatathat describesthe dataand
linksthem to the actual data stored in an external system. Thus,
on-chain or off-chain modulation can be implemented. Some
metadata on health data transfer (such as sender and recipient
addressesand purpose of transfer) could be saved on-chain, and
some sensitive data (such as medical records and care planning)
could be stored in cloud servers, as cloud computing may play
a role in the off-chain storage of health data. Off-chain
blockchain systems imply computation or data structurally
external to the blockchain network [59]. This explains the
communication and interplay between on-chain and off-chain
storage, computation, and effortsto eval uate their performance.

Interact JMed Res 2023 | vol. 12 | e42685 | p. 7
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

INTERACTIVE JOURNAL OF MEDICAL RESEARCH

The main advantages of these blockchain systemsareimproved
scalability, reduced data storage requirements, and enhanced
data privacy. These features are well-suited to the needs of the
health care industry because of the need to manage varioustypes
of medical records, patients, and other health-related data.

The NFT acts as a digital asset that the patient can own and
control [60]. When a patient grants permission to a treating
physician to access their data, this permission is recorded on
the blockchain as atransaction that is validated by the network.
A smart contract is then used to manage sharing of the NFT
assigned to the patient’s data with the treating physician. The
smart contract contains a set of rules and conditionsthat specify
theterms of the patient’s consent and the conditions under which
the physician is authorized to access the data. For example, the
smart contract might specify that the physician isonly authorized
to view certain types of data for a specific period or that the
physician is required to obtain further consent from the patient
before sharing the data with other parties. Once the conditions
of the smart contract are met, the NFT assigned to the patient’s
data is shared with the treating physician, who can access the
actual data stored in the external system. The smart contract
records the physician’s access to and use of the data, providing
an auditable trail of all data accesses and uses. By using smart
contracts in this manner, blockchain-based HIE systems can
provide patients with greater control over their health data and
enable them to securely share it with authorized parties. Smart
contracts also enable patientsto set specific conditionsand rules
for using their data, ensuring that they are only accessed and
used per their wishes.

One challenge is that when a patient grants permission to a
treating physician to access their data, there may be a need to
re-encrypt the data for the physician. This requires a
considerable amount of computational effort, bandwidth, and
storage, depending on the size of the dataand level of encryption
used. One approach to address this challenge isto use a hybrid
encryption scheme that combines symmetric and asymmetric
encryption [61]. Inthisapproach, the patient encryptstheir data
using a symmetric encryption key, which is then encrypted by
the physician’s public key using an asymmetric encryption
algorithm. The encrypted data and encrypted symmetric key
are stored in an external system. When the physician requests
accessto the data, asmart contract istriggered, and the patient’s
private key is used to decrypt the symmetric key, which isthen
used to decrypt the data. This process ensures that the data
remain encrypted at rest and in transit and can only be decrypted
by authorized parties. To reduce the computational effort and
bandwidth requirements, the data can be compressed before
being encrypted and transmitted to the physician. In addition,
advanced encryption agorithms such as homomorphic
encryption can be used to perform computations on encrypted
data, further reducing the need to decrypt the dataand increasing
privacy and security. It is worth noting that athough
re-encrypting data for physicians can be computationally
intensive, it isanecessary step to ensure the privacy and security
of the patient’s data. Using advanced encryption techniques and
optimizing the data transfer process can reduce the
computational burden and make the exchange of encrypted
health data more feasible in blockchain-based HIE systems.

https://www.i-jmr.org/2023/1/e42685

Esmaeilzadeh

Patient Nodes or Wallets

It should be noted that in a blockchain-based HIE system, the
“patient node” refersto the part of the network that stores and
manages the health data of individual patients. The assumption
isnot necessarily that patients themselves operate ablockchain
node but rather that they have control over their own health data
and can grant accessto it to authorized parties. The patient node
can be operated by various entities, such as hedth care
providers, hospitals, or third-party vendors. In some cases,
patients may also be able to operate their own nodes if they
have the technical knowledge and resourcesto do so. However,
even if patients do not directly operate a node, they can till
benefit from the use of blockchain technology in HIE. For
example, blockchain can provide patients with greater control
over their health data and enable them to securely share it with
health care providers and other stakeholders, as needed. Using
ablockchain-based HIE system, patients can also have greater
confidence that their data are being protected and used in
accordance with their wishes.

In NFT-based HIE, patients can havetheir own nodes or wallets
depending on the design of the blockchain network. However,
it isimportant to note that the level of participation and access
to the blockchain network for patients may be limited compared
with other participants, such as heath care providers or
insurance companies. Patients can have their own nodes, which
are essentially software clients that allow them to interact with
ablockchain network. These nodes can be used to access their
health information, verify transactions related to their health
records, and grant permission to use their data in research or
other applications. However, running a node requires technical
expertise and resources, which may not be accessible to all
patients. If patients have technical expertise and resources,
running their own nodes can give them greater control over their
health information and ability to participate more actively in
the network. However, this option requires more technical
knowledge and resources and may not be accessible to all
patients.

An dlternative option for patientsisto use awallet, whichisa
digital tool that allows them to store and manage their NFTs
representing their health records. The wallet can be used to
authorize accessto health records and grant permission for their
use in different applications. The use of a wallet is generally
easier and more accessible to patients than running a node.
Patient wallets are generally more accessible and user-friendly,
requiring minimal technical expertise. This option provides
patientswith amore streamlined and convenient way to manage
their health information on the blockchain network. In general,
patient wallets may be a more suitable option for most patients
with NFT-based HIE as they offer a baance between
accessibility and control. Patients can use wallets to manage
their health information and authorize accessto their data, while
retaining some level of control and ownership over their data.

Thus, patients can havetheir own nodes or walletsin NFT-based
HIE, depending on various factors, such as the technical
expertise of the patient, desired level of control and access to
the network, and design of the blockchain network. Although
running anode provides more control and accessto the network,

Interact JMed Res 2023 | vol. 12 | e42685 | p. 8
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

INTERACTIVE JOURNAL OF MEDICAL RESEARCH

using awallet isamore accessible option for patients who may
not have technical expertise or resources to run a node. A
well-designed NFT-based HIE should provide patients with a
range of options for managing their health information on the
blockchain network, ensuring that their data are secure,
accessible, and under their control.

I ncentivization

In a blockchain-based HIE system, the main challenge is
motivating patients to share their medical records with other
nodes. Blockchain technology has been suggested to eliminate
the inefficiencies, costs, and risks associated with traditional
data sharing in health care. Blockchain can also be used to
authenticate genuine content [62]. However, the issue with
blockchain-based HIE isfinding an appropriate and meaningful
incentive mechanism to use the promise of data sharing by
relying on a decentralized system for data storage and
management. As NFTs are nonfungible, their perceived value
depends on their content, characteristics, and purpose of use.
We can expect that because PHI is unique and its units are
noninterchangeable with one another, it is nonfungible. Thus,
patientsretain ownership of an NFT assigned to PHI and collect
royalties (incentives) from sharing their content. Smart contracts
can provide reasonable incentives for sharing NFT-based
medical records for different purposes. Smart contract terms
and conditions can be set based on 2 primary purposes of HIE:
health care and medical research.

The NFT assigned to a patient’s PHI is often shared with other
physiciansfor health care reasons such asreceiving professional
advice, diagnosis, prescription, treatment options, and care
planning. In this case, blockchain-based HIE can reward data
owners (patients) using recognition points. Thus, blockchain
technology can support building incentives for data owners to
share their data in exchange for credits encoded in smart
contracts [63]. Credits are integrated into blockchain-based
platforms and shared with others in the HIE network. For
example, the holders of credits will receive recognition for
sharing their health data that could be used to improve health
quality, help physicians find customized care, reduce health
risk factors, and discover the best heath care practices.
Receiving more pointsimpliesthat the patient has been actively
engaged in their health care procedures. Even gamification
concepts, such as points and leveling systems, can be used to
calculate engagement scores and rank patients accordingly
compared with their peersin HIE networks.

Inthe second case, disease foundations and academic institutions
may ask data owners (patients) to share the NFT assigned to
their PHI for clinical research purposes. Blockchain-based HIE
can incentivize patients with digital tokens to encourage them
toassist in health discoveries and help drive medical innovation
for the greater good of humanity. NFTs enable patients to
receive royalties each time their PHI is transferred to a new
research project. Thus, terms and conditions defined in smart
contacts can calculate incentives and electronically reward data
ownerswith cryptocurrenciesto sharethe NFT of medical data
for medical searches. For example, owners of NFTswho share
their medical records, lifestyle data, and other health information
with scientists through a secure platform are not the subjects of
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research, but are partners in discovering new treatments. In
return, patients who share NFTs assigned to health data will
receive coins, which can be exchanged with other
cryptocurrencies (such as Bitcoin and Ethereum). As patients
share NFTs in the network and the value of NFTs varies,
incentives can be calculated based on amix of recency, variety,
and volume of medical data, aswell asthe frequency of sharing.
One copy of NFTs exists in this decentralized platform, and
patients can control their inclusion in the network and release
their consent to how it is used in research. All health data are
deidentified, accumulated, encrypted, and stored in the
permissioned blockchain. If patients no longer want to contribute
to health research, they can revoke permission and removetheir
NFT assigned to health data from the platform.

Challengesto Incentivization

Incentivizing users to share data for financiad gain in a
decentralized and anonymous environment can create challenges
related to data quality. When users are incentivized to share
datafor financial gain, thereisarisk that malicious actors will
fabricate data setsto take advantage of theincentives[64]. This
can result in the creation of large volumes of low-quality or
fraudulent datathat can be detrimental to commercial usersand
scientific research. One way to mitigate theserisksisto design
incentivesto reward usersfor sharing high-quality datavalidated
through independent sources. For example, rewards could be
tied to data that a trusted third party, such as a research
institution or aregulatory agency can verify independently.

In addition, incentives could be designed to encourage usersto
share data relevant to specific research or commercial
applications and discourage the sharing of data that are not
relevant or of poor quality. Another approach for mitigating
data quality issues in a decentralized and anonymous
environment is to use data validation algorithms to detect and
filter out fraudulent or low-quality data. These algorithms can
be designed to analyze patternsand anomaliesin datato identify
potential sources of fraud or errors. Using these algorithms can
reduce the risk of fraudulent data and maintain the overall
quality of datasets. Overall, it isimportant to carefully consider
the design of incentives and validation mechanisms when
incentivizing users to share data in a decentralized and
anonymous environment. Using a combination of trusted
third-party validation and sophisticated dataanalysistechniques
can incentivize users to share high-quality data while reducing
the risk of fraudulent or low-quality data.

Key Management System

Ensuring safe custody of patient keys is a critical component
of any blockchain-based HIE system. One approach to address
this challenge is to use a key management system (KMS)
designed to securely store and manage cryptographic keys,
including private keys[65]. A KM S can offer arange of features
and safeguardsto protect private keys, such asencryption, access
control, and backup and recovery capabilities. For example, a
KMS can encrypt private keys using strong cryptographic
algorithms and protect them by restricting access controls that
can view or modify them. In addition, aKMS can store backup
copies of private keys in secure, off-site locations, which can
help prevent key losses owing to hardware failures, natural
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disasters, or other unforeseen events. In addition to using a
KMS, several other measures can be taken to ensure the safe
custody of patient keys in a health care environment. For
example, patients can be educated about the importance of
safeguarding their private keys and providing instructions on
how to do so. Health care providers can also implement policies
and procedures to help patients manage their keys, such as
offering secure storage options or periodically reminding
patients to check the status of their keys. Ultimately, the key to
ensuring the safe custody of patient keysin ablockchain-based
HIE system isto balance security with usability. Althoughiitis
important to use strong security measures to protect private
keys, itisalsoimportant to ensurethat patients can easily access
and manage their keys without undue burden or complexity.

Data Owner ship and Access Control

It is worth mentioning that there is still debate about patients
always being the owners of their health data[66]. In most cases,
patients are considered the owners of their health data. However,
ownership of health data can be a complex issue and may vary
depending on the specific situation and jurisdiction. For
example, in some cases, health care providers may own certain
portions of apatient’s health data, such astest resultsor clinical
notes. In addition, if a patient has agreed to participate in a
research study or clinical trial, ownership of their health data
may be transferred to researchers conducting the study. The
ownership of health data may change for a variety of reasons.
One possible reason is when a patient decides to share their
health data with a health care provider or another third party
for a specific purpose, such as obtaining a second opinion or
participating in a clinical trial. In this case, the patient may
transfer ownership of their health datato the health care provider
or third party for the duration of the specific purpose.

Another possible reason for a change in health data ownership
iswhen apatient agreesto sell their health datato athird party,
such as a pharmaceutical company or research organization. In
this case, the patient transfers ownership of their health datato
a third party in exchange for compensation. Any transfer of
ownership of health data should be performed with informed
consent from the patient and in compliance with applicable
privacy laws and regulations. In addition, patients should be
ableto revoketheir consent and regain ownership of their health
data at any time. Even if we assume that patients own their
health data, they can remain the owner but share more than one
copy of a given health data set with health care researchers (in
exchange for incentives) using the design principles of NFT.
Thus, dataownership changesin the context of HIE can facilitate
data sharing.

NFTs can be useful in tracking the ownership and provenance
of digital healthinformation, but they do not inherently provide
privacy or secure access. In addition to ownership, access control
is an essential aspect of the exchange of health information.
Access control determines who has the permission to view,
modify, or share health information. Although an NFT can
indicate ownership of a piece of digital health information, it
does not automatically provide access control. Access control
mechanisms must be in place to ensure that only authorized
individuals or entities can access information. Severa access
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forms are needed in NFT-based HIE to ensure proper privacy
and security of PHI. These access forms are as follows:

« View access: thisisthe ability to view health information.
View access is necessary for health care providers and
patients to access their health records.

- Modify access: thisisthe ability to modify or update health
information. Access modification is necessary for health
care providers to update patient records with new
information, such as diagnoses, treatments, and medications.

«  Share access. the ability to share health information with
other health care providers or entities. Share access is
necessary for health care providersto share patient records
with other providers involved in patient care, such as
specialists or hospitals.

« Revoke access. this ability to revoke access to health
information. Revoke access is necessary for patients to
control access to their health records and to prevent
unauthorized access.

« Audit access: this is the ability to audit access to health
information. Audit access is necessary to track who has
access to health records and monitor for unauthorized
access.

These forms of access are crucia in ensuring that PHI is
properly secured and only accessed by authorized individuals
or entities. Although NFTs can be used to track the ownership
of digital health information, access control mechanisms must
be implemented to ensure the privacy and security of PHI so
that only authorized individuals or entities can accessit. Thus,
NFT-based HI E with access control mechanisms can potentially
help solve ownership issuesrelated to health data. In traditional
HIE, ownership of health data can be unclear, with different
parties (such as hedth care providers, patients, and health
systems) claiming ownership of different aspects of the data.
Using NFTsto track ownership of health data can clarify who
owns which pieces of data. NFTs with robust access control
can be used to create aclear and transparent record of ownership,
which can help prevent disputes over ownership of health data.
Thiscan potentially streamline the sharing of health information
and makeit easier for patientsto accesstheir own health records
by ensuring the proper use and protection of PHI.

Data Storage, Security, and Cost

On the basis of on-chain or off-chain modulation, the data can
be stored in or off the network. In the on-chain model, an NFT
will only hold metadata for the health data, not the health data
itself, because health information may betoo big to be efficiently
saved on chain or they could be very sensitive, which could
raise privacy concerns. Blockchain technol ogy, which underpins
NFTs, has limitations in terms of scalability, and storing large
amounts of data on a blockchain can be expensive and slow
down the network. However, NFTs can still be useful for
securely tracking and managing health data (such asdatarelated
to health data transfer between 2 health care organizations). In
the off-chain model, an NFT can hold more sensitive data, such
asthe patient’s name, medical record number, date of birth, and
other relevant health-related information. Thus, patient names
and other identifiers are not included in the NFT core data
because of privacy concerns. On the basis of this modularity,
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metadata can be used to link the NFT to the actual health data
stored in an external system, such as a centralized database or
decentralized storage network.

Therefore, the health datamust be stored in an external system.
For example, health data could be a centralized system, where
a single entity or organization is responsible for operating the
data storage, maintaining encryption, and standard techniques
for securing sensitive data and bearing costs. The choice of
encryption scheme would depend on the system’s specific
requirements, such as the level of security required, size of the
data, and system performance requirements. Some exampl es of
encryption algorithmsto secure health data stored in an external
system can be advanced encryption standards, RSA encryption,
elliptical curve cryptography, and blowfish [67]. Using an NFT
to represent apatient’s health datamakesit possibleto maintain
asecure and tamper-proof record of the data ownership, access,
and use. This can improve data privacy and security, reduce the
risk of databreaches, and increasetrust in the health care system.

The entity that operates the binary data storage depends on the
specific implementation of the system. In acentralized system,
asingle entity or organization may be responsiblefor operating
storage. By contrast, in adecentralized system, storage and cost
may be distributed among multiple nodes in a blockchain
network. In either case, it is essential to ensure that the entity
operating the storage has proper security measures in place to
prevent unauthorized access and protect datafrom cyber threats.
Regarding the cost related to storing large binary data, the
responsible party depends on the specific implementation of
the system. In a centralized system, the entity operating the
storage unit is typically responsible for bearing costs. In a
decentralized system, the cost may be distributed among
multiple nodes in the blockchain network. The nodesthat store
the datamay beincentivized by rewards or other compensations.
Ultimately, the responsible parties and the cost structure must
be determined based on the specific use case and
implementation.

Will NFTs Act as New Standar ds?

Despite the mentioned flaws of traditional HIE systems, they
have been tested and tried, and many adhere to strict regul atory
requirements, which is not the case for the novel,
blockchain-based HIE. Indeed, health care organizations often
use different standards, making information sharing more
complex [68]. However, it is also important to note that using
NFTs in blockchain-based HIE systems does not necessarily
imply the creation of a new standard. Rather, NFTs can be
viewed as tools for facilitating information sharing across
existing standards and systems. By creating a common
mechanism for representing and accessing patient data, NFTs
can enable health care organizations to exchange data more
easily and efficiently, without necessarily requiring them to
adopt a new standard. One of the main advantages of
blockchain-based HIE systems is that they are designed to
operate in a decentralized and interoperable manner, which
means that they can work with various standards and systems.
By leveraging the power of blockchain technology and NFTS,
health care organizations can create a more unified and
standardized approach to data sharing without necessarily

https://www.i-jmr.org/2023/1/e42685

Esmaeilzadeh

forcing them to adopt a single, rigid standard. There may till
be challenges associated with integrating different standards
and systems, and there will likely be a need for ongoing
collaboration and cooperation among health care organizations
to ensure that data are exchanged accurately and securely.
However, by using NFTs in blockchain-based HIE systems,
health care organizations can take an important step toward
creating a more efficient and effective health care ecosystem
that can better meet the needs of patients and providers alike.

How Health Data Are Exchanged Using NFTs: Steps
and Processes

NFTs are unique digital assets that represent ownership of a
particular item or piece of information. In health care, NFTs
can be used in HIE models to secure information exchange
between different health care providers. The process of
exchanging information using NFTs in HIE models typically
involves the following steps:

1. Creation of NFTs: health care providers create NFTs that
represent specific pieces of patient information, such as
medical records, test results, or imaging studies.

2. Authentication of NFTs: before exchanging information,
NFTs are authenticated to ensure that they represent valid
and accurate information. This authentication process can
include verifying the identity of the health care provider
who created the NFT and checking theintegrity of the data
represented by the NFT.

3. Transfer of NFTs: onceauthenticated, NFTsaretransferred
securely between health care providers using blockchain
technology. The blockchain ensures that the transfer of the
NFT isimmutable and tamper-proof, which helps maintain
the privacy and security of patient information.

4. Verification of NFT ownership: when ahealth care provider
receives an NFT, they verify the ownership of the NFT to
ensure that they have the right to access the patient
information represented by the NFT. This verification
process involves checking the digital signature associated
with the NFT or consulting a blockchain ledger to confirm
ownership of the NFT.

5. Accessing patient information: once ownership of the NFT
is verified, the health care provider can access the patient
information represented by the NFT. Thisinformation can
be used to inform patient care and treatment decisions.

Overdll, using NFTsin HIE models can help ensure secure and
efficient information exchange between health care providers,
while protecting patient privacy and data security.

The Architecture of NFT-Based HIE

The NFT-based HIE mechanism consists of severa key
components:

1. Health care providers and patients: health care providers
(such as doctors, hospitals, clinics, and pharmacies) create
and access EHRsfor their patients. Patients can a so access
their own EHRs and share them with health care providers.

2. EHRs: EHRs are electronic records that contain patient
health information, including medical history, diagnoses,
treatments, and medications. These records are stored in a
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secure and decentralized manner using the blockchain
technology.

3. NFTs: NFTs are unique digital tokens used to represent
ownership of digital assets. In the context of NFT-based
HIE, NFTsare used to represent ownership of patient EHRs.

4. Smart contracts: smart contracts are self-executing programs
that run on ablockchain. In the context of NFT-based HIE,
smart contracts are used to automate the process of sharing
patient EHRs. Smart contracts define the rules and
conditions for sharing EHRs, and ensure that these rules
are followed.

5. Data sharing: when a health care provider requests access
to a patient’'s EHR, the patient can grant permission by
transferring ownership of the NFT representing their EHR
to the health care provider's wallet. The smart contract is
then executed and the health care provider can access the
patient’s EHR.

6. Audit trail: the blockchain maintains a transparent and
immutable audit trail of all EHR transactions, providing a
secure and reliable record of who accessed what information
and when.

In the first schematic diagram (Figure 1), the NFT-based HIE
network comprises various participants, including health care
providers, insurance companies, patients, and the blockchain
network. Each health care provider hasits own node connected
to the NFT-based HIE network, enabling it to interact with the
blockchain and access patient health records. The insurance
company also has its own node connected to the network,
enabling it to verify insurance claims and payment transactions.
Patients have their own digital wallets or nodes connected to
the network, which they can use to manage their health records
and grant access to health care providers or insurance
companies. When a patient visits a health care provider, the
provider creates a new NFT representing the patient’s health
record and addsit to the blockchain network. The NFT contains
auniqueidentifier that linksit to the patient’sidentity and other
relevant information, such as the type of medical treatment,
date, and health care provider.

Esmaeilzadeh

The hedlth care provider can then access the patient’s health
records through the blockchain network using their own nodes.
The insurance company can also verify transactions related to
the health care claim and process the payment through its own
node that is connected to the network. Thus, this network
topology and mechanism enable secure and efficient health
information sharing between different NFT-based HI E network
participants, while ensuring data privacy, security, and
ownership.

The second diagram (Figure 2) schematically shows the
operation of an NFT-based HIE network. The patient’s medical
data are stored in their wallet as an NFT, containing a unique
ID and al their health information. When health care providers
need accessto thisinformation, they request it from the patient’s
wallet through the HIE network. The HIE network uses a smart
contract to manage NFTs and access control for health care
providers. The provider wallet also contains an NFT that
identifies them as health care providers and allows them to
access the patient’s health information. Once the provider has
verified their identity and permissions, they can access the
patient’s health information from the patient’'s wallet. The
provider can then update the patient’s health information and
send the updated data back to the patient’s wallet via the HIE
network. All transactions between the patient’ swallet, provider's
wallet, and HIE network are recorded on the blockchain as
secure and private transactions. The blockchain also contains a
medical dataregistry, which stores medical dataand associated
NFTSs, and enables secure and private access to patient health
information. The patient’'s HIE record is a permanent,
tamper-proof record of all of their health information. The record
isstored as an NFT on the blockchain and is accessible only to
authorized health care providers with patient permission.
Overall, an NFT-based HIE network provides a secure, private,
and decentralized way for patients to control and share their
health information, while also ensuring that health care providers
have access to accurate and up-to-date medical data.

Figure 1. Schematic diagram of relationships between entitiesin a nonfungible token (NFT)—based network. HIE: health information exchange.
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Figure 2. Schematic diagram of how a nonfungible token (NFT)—based health information exchange network works.
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Costsand Data Volumes Affecting the I mplementation
Process

The costs and data volumes can significantly affect the design
and implementation of NFTsin blockchain-based HIE systems:

+  Costs: the cost of implementing NFTsin blockchain-based
HIE systems can vary depending on the system's
complexity, blockchain technology used, and number of
participants involved. As NFTs are unique digital assets,
the cost of creating and storing them can be high,
particularly for large volumes of data. The cost of creating
and managing NFTs can also increase as the number of
parties involved in the HIE system increases.

« Data volumes: the amount of data being exchanged via
NFTs in blockchain-based HIE systems can significantly
affect system design and performance. As data volumes
increase, the HIE system may need to be designed to handle
increased traffic, potentially requiring additional computing
power and storage capacity. In addition, as data volumes
increase, the system'’ s security mechanisms must be scalable
to ensure that the data are not compromised.

Several strategies can be used to address the challenges posed
by costs and data volumes..

« Optimization of system design: system designers can
optimize the design of blockchain-based HIE systems to
reduce costs and improve performance. This can include
designing the system to scale dynamicaly, using
cost-efficient blockchain technologies, and minimizing the
amount of data exchanged viaNFTs.

« Data compression and aggregation: to reduce costs
associated with NFT creation and storage, data can be
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compressed and aggregated to reduce the size of the NFT.
This can be done by extracting only essential data from
patient records, which can help reduce the cost and
complexity of creating and managing NFTs.

- Collaborative models: by implementing a collaborative
model for HIE, the cost and complexity of managing NFTs
can be reduced. In a collaborative model, health care
providers can share the costs associated with NFT creation
and management, potentially leading to lower costs for all
the parties involved.

Thus, cost and data volume considerations must be carefully
considered in the design and implementation of NFT-based HIE
systems to ensure that the system is efficient, secure, and
scalable.

Concerns About Using NFTsin HIE Systems

As with any emerging technology, there are criticisms and
concerns surrounding the use of NFTs in HIE [69]. Some
criticisms include the following:

« Limited scope: athough NFTs can potentially transform
HIE by providing a secure, decentralized mechanism for
exchanging health information, their scopeislimited. NFTs
can only be used to exchange specific pieces of information,
such asmedical recordsor test results. They cannot be used
to exchangereal-timedata, such as patient vitals, which are
critical for health care decision-making.

« Lack of interoperability: one of the key challengesin HIE
is interoperability—the ability of different systems to
exchange and useinformation. Although NFTscan provide
a secure mechanism for exchanging information, they may
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not be interoperable with existing HIE systems. This can
limit its usefulness and adoption.

« Regulatory challenges: the use of NFTs in HIE raises
regulatory challenges, including issues related to data
privacy, security, and ownership [69]. The regulatory
landscape for NFT-based HIE is still evolving, and it is
unclear how regulators approach these challenges.

- Technical challenges: the technical challenges associated
with designing and implementing NFT-based HIE systems
can be noteworthy. These challenges include ensuring the
scalability and performance of the system, managing the
costs associated with NFT creation and management, and
ensuring the security of the patient data.

Thus, athough NFTs can potentially transform HIE, some
challenges and limitations need to be addressed. To effectively
integrate NFTs into HIE, careful consideration must be given
to these challenges and potential solutions must be explored.

Challenges and Suggestions for Future Studies

The concept of NFTs is suggested to address a long-standing
problem related to the proof of ownership for PHI by offering
amechanism to validate who could own the medical datain the
HIE networks. However, our study is among the first attempts
to highlight this opportunity, and it is far from achieving this
goal, with several questions remaining regarding the legal,
financial, and user aspects. The first challenge regarding the
application of NFTs in HIE projects can be viewed from the
perspective of regulatory considerations. TopicsrelatedtoNFTs
arestill novel; thus, alack of regulation may facilitate fraudulent
activities and increase uncertainty regarding the use of NFTs
in health care. As the NFT sector is currently prone to fraud,
such as phishing activity in the digital asset domain, new
dedi cated regulations are required to distinguish the application
of NFTs in hedlth care. For example, a new amendment to
HIPAA is required to articulate how a blockchain-based HIE
inwhich NFT protocols are embedded can be used nationwide.

Moreover, in the United States, different states have diverse
rules and regulations regarding the ownership of medical data
(ranging from no clear lawsto stringent regulatory frameworks).
Because of variousregulatory strictness, some stateswill likely
create favorable environments that try to adopt applications of
NFTsin HIE networks; other states might ban the use of NFTs
outright. It would be an interesting research area for future
studies to shed more light on the concept of NFTs (especialy
in health care) from aregulatory perspective.

The second challenge is the cost of creating NFTs. A possible
barrier isthe additional cost of minting NFTs. In this case, how
would thisimpact cost and convenience, and who will bear the
cost of creating and minting associated NFTs? For instance, do
care providers and patientsjointly contribute to creating patients
medical records, or is this responsibility for heath care
organizations? These questions can explain the complexity of
adding NFTsto the blockchain HIE and theincremental benefit
of this change. Thus, there is a lack of clarity on whether
expanding NFTS functionsin hedlth careisafinancialy feasible
project. Minting NFTs assigned to PHI on a permissioned
blockchain requires a robust technological infrastructure with
stringent security safeguards. Therefore, further research is
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required to examine the phenomenon of NFTs and their
application in HIE from afinancial perspective.

Third, NFTsin health care could be promising; however, their
implementation remains challenging. Different stakeholdersin
the health care ecosystem and layers in the NFT-based HIEs
architecture require robust protocols for stakeholder
collaboration and interaction. For example, most patient visits
are attributed to older patients (ol der than 50 years of age), who
may not be technology proficient, may require extensivetraining
to understand the technology, and may need to provide access
to providers for their medical records. What would happen if
certain medical records (older or generated through
nonparticipating providers) cannot be converted to NFTs? What
will happen if a patient is incapacitated (or not in the correct
mental state) and cannot grant access to medical records for
urgently needed care?

Thefourth challengerefersto user perception, aslittleisknown
about whether potential users of information-sharing projects
in health care will accept NFT-based HIE. Asthe NFT concept
is gtill new and there is a lack of public avareness about this
phenomenon, many questions remain unanswered regarding
the perceived viability, utility, and value of NFTs. Thus, further
studies are needed to investigate how users (such as physicians
and patients) may adapt to NFT technology in health care
settings. For instance, researchers can examine the value of
NFT-based HIE from user perspectives, such as ease of use,
usefulness, cost-effectiveness, error reduction, and productivity.

A Framework for Further Investigation

Astheuse of NFTsin blockchain-based HIE systems continues
to evolve, further research is needed on the design and
implementation of these systems. Thisresearch could entail the
following areas:

«  Technical design considerations: thereisaneed for further
research into the technical design considerations of
integrating NFTsinto blockchain-based HIE systems. This
could include exploring optimal blockchain technology for
HIE, designing smart contracts that govern NFT exchange
and storage, and developing efficient authentication
mechanisms.

« Regulatory and legal considerations: there is a need for
further research into the regulatory and legal considerations
of NFTs in health care. This could include exploring the
legal implications of exchanging health care information
viaNFTs, the potential impact on patient privacy, and the
role of regulatory bodies in overseeing the use of NFTsin
health care.

«  User acceptance and adoption: further research is needed
to understand user acceptance and adoption of NFTs in
health care. This could involve assessing the usability of
NFT-based HIE systems, identifying barriers to adoption,
and understanding the perspectives of health care providers
and patients.

« Data security and privacy: there is a need for further
research into the data security and privacy implications of
using NFTs in health care. This could involve exploring
the potential vulnerabilities of NFT-based HIE systems,
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designing robust security mechanisms, and identifying
potential threatsto patient-data privacy.

Overall, future studies should provide insights into the design
and implementation of NFT-based HI E systemsthat are secure,
efficient, and user-friendly while also addressing regulatory and
legal challenges and protecting patient data privacy.
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Evolution of Information-Sharing
Technology in Health Care

Table 1 summarizes the growth paths of technologies used in
information-sharing initiatives in health care. The types of
technology and examples of sharing mechanisms for each
initiative are described. Moreover, the key challenges of each
technology are highlighted, accompanied by the changes
required to address those issues, which lead to the transition to
the next technological advancement.
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Table 1. Comparison between different information-sharing initiatives in health care.

Esmaeilzadeh

Information-sharing ~ Type of technology Example of sharing  Challenges Changes required
initiatives mechanisms
Traditional models Conventional models  Fax, mail, CD, and 1. Theinability to providetimely 1. Digitalization of medical records
(paper-based or voice-  phone calls access to patients' medical 2. Developing acentra databaseto
based) records store patient data
2. Performing unnecessary and 3. Facilitating interoperability
repetitive medical tests across multiple health care enti-
3. Cannot integrate patient datain- ties
to acentral hub 4. Standards of data storage and
4. Chance of losing data transfer should be determined
5. Inconvenient for patientsto car-
ry nonelectronic records
6. Space and costs of storing files
7. Security and privacy risks
8. Additiona workload for physi-
cians
HIE? networks Centralized platforms  Direct exchange, 1. Implementationissues(organiza- 1. Developing decentralized net-
(databases + emails + look-up, and patient- tional, financial, and governance works so that multiple stakehol d-
patient portals) centered barriers) ers can overlook data sharing
2. Lack of certified EHRS? 2. Moretransparency in sharing
3. Interorganizational partnerships patient data )
with unaffiliated health care or- 3+ Thethreat of asingle point of
ganizations failure should be solved
4. Trust-based networks 4. More stringent security mea-
5. Privacy concerns and risks of a sures should be applied
data breach 5. Dataownership should be clear
6. Various patient consent policies 6. Better mechanismsfor authenti-
7. Lack of transparency on sharing cation and granting permission
procedures to access data should be used
Blockchain-basedHIE Decentralized plat- Permissioned 1. Lack of awareness about 1. Moreorganizational training and
forms blockchain, federated blockchain applicationsin health marketing strategies to promote
blockchain, and smart care blockchain applicationsin health
contracts 2. Lack of regulations and guide- care
lines 2. Needfor federal and state-based
3. Littleisknown about the percep- regulations dedicated to the use
tions of potential users of blockchain in health care
4. Lack of incentivesfor sharing projects
medical records 3. Incentive mechanisms arere-
quired to encourage information
sharing
4. Petient medical datacan be
treated as a nonfungibl e asset
NFT -based HIE Decentralized plat- Permissioned 1. NFT technology isstill novel 1. Moreresearchisrequired onthe
forms blockchain, federated 2. Lack of dedicated regulations practicality, viability, value, and
blockchain, smart for NFTs utility of using NFT technology
contracts, and NFTs 3. Lack of research on thefeasibil- in health care
ity of NFT-based HIE 2. Typesof incentives should be
4. Market traction studied
3. New amendments, compliance,
and dedicated regulatory frame-
work for NFTs
4. Implementation barriersto

minting NFT in health care and
required protocols for interac-
tions with stakeholders should
be addressed

8HIE: health information exchange.
PEHR: dlectronic health record.
°NFT: nonfungible token.
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Conclusions

Overview

This study sheds light on the characteristics of emerging
technologies that support health information—sharing efforts.
Rapid technological advancements are accompanied by higher
security risks, such as authenticity. We evaluated the potential
of NFTsasanovel technology that can be leveraged in new use
cases such as health care to mainly solve ownership and
authenticity problems. The use of NFTsin HIE systems hasthe
potentia to revolutionize the health care industry by enabling
the secure and efficient sharing of patient health information.
NFT-based HIE may perform existing information exchange
functions differently. The benefits of using NFTs include
enhanced data security and privacy, improved interoperability,
and streamlined data exchanges. We believe NFT technology
can be a good fit for HIE networks because, first, NFTs are
noninterchangeable. Each NFT is linked to a digital PHI that
specifies the medical record's values, ownership, and sharing
rights. Second, NFTs are immutable; thus, they cannot be
altered, manipulated, or forged in the information-sharing
process. Third, every NFT needs to have an owner, and thisis
apublic record that is easy for anyoneto verify. Inthe proposed
NFT-based HIE, patients are the original owners of their PHI,

Availability of Data and Materials
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and other entities (such as providers) may be granted the right
to check, analyze, and share such medical records based on the
terms and conditions defined in a smart contract. NFTs can
provide secure records of ownership and authenticationin HIE
networks. However, several challenges must be addressed before
the widespread adoption of NFTs in HIE systems. In addition
to the distinguishing features of NFTSs, thistechnology presently
facesalack of dedicated NFT regulation dueto its novelty and
weakly enforced markets. For example, devel oping aregulatory
framework to control NFT activities could help reduce the high
degree of uncertainty in NFTs by forcing creators to obey
specific guidelines. The level of regulatory clarity regarding
NFTs can encourage more entrepreneurs to invest in different
use cases (such asin health care). These challengesinclude the
need for technical standards and infrastructure, legal and
regulatory issues, and concerns regarding scalability and
sustainability. Overall, although challenges need to be addressed,
the benefits of using NFTs in HIE systems outweigh their
drawbacks and offer promising opportunities for improving
health care outcomes. Further research and development are
necessary to address these challenges and fully realize the
potential of NFTs in HIE systems. This study suggests that
adding NFTsto HIE frameworks could be promising; however,
further research isrequired to validate the value of this change.

All the data analyzed in this study are included in this published article.
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